Privacy Statement

Last modified: May 2024

This Privacy Statement outlines the principles and rules on the processing of personal
data of individuals, which includes customers, suppliers, business partners and their
employees, as well as the users who visit KYOCERA websites and social media
channels (“Websites”) by KYOCERA Document Solutions Europe Management B.V.
("KYOCERA", “We" or “"Us"”) as a data controller.

KYOCERA reserves the right to amend this Statement from time to time.

INTRODUCTION

Kyocera only processes personal data in accordance with the principles laid down in
the European General Data Protection Regulation (GDPR EU 2016/679). In this
Statement, We explain:

Why and on what legal basis We are processing your personal data
With whom We share your personal data

To which countries We transfer your personal data

For how long We keep your personal data

What your rights are concerning Us processing your personal data

How you can contact Us and other important information

WHY ARE WE PROCESSING YOUR PERSONAL DATA?

a. Provision of the Websites

In order for you to access and use Kyocera's Websites, Kyocera
processes your IP-address, the requested URL, information regarding
your browser, operating system, Internet Service Provider, date and
time of accessing the Websites, and the website you visited prior to
accessing Kyocera’s Websites. Kyocera processes these data in order to
provide the content of its Websites on your terminal device. Kyocera
transfers these data in the AWS cloud in Ireland for cases which
potentially require fixing and debugging and stores these data for 7
days.

Kyocera processes these data based on its legitimate interest to make
its Websites publicly available, Article 6(1)(f) GDPR.

b. Cookies
For more information about how We use Cookies and other related
technologies on our Websites please read our Cookie Statement.

c. Newsletter


https://www.kyoceradocumentsolutions.eu/index/footer/legal_notices___terms/privacy_statement.html#cps21159
https://www.kyoceradocumentsolutions.eu/index/footer/legal_notices___terms/privacy_statement.html#cps55007
https://www.kyoceradocumentsolutions.eu/index/footer/legal_notices___terms/privacy_statement.html#cps34676
https://www.kyoceradocumentsolutions.eu/index/footer/legal_notices___terms/privacy_statement.html#cps58295
https://www.kyoceradocumentsolutions.eu/index/footer/legal_notices___terms/privacy_statement.html#cps37581
https://www.kyoceradocumentsolutions.eu/en/footer/privacy-and-cookie-centre/kyocera-cookie-statement.html

If you are a Kyocera business partner or customer, or if you subscribed
to receive our newsletter, We process your contact details, e.g. name,
email address, to send our newsletter and promote similar Kyocera
products and services. In case you are a Kyocera business partner or
customer, we process your personal data based on Article 6(1)(f) GDPR
as Kyocera has legitimate interests to promote its products and services
to its business partners and customers. In case you subscribed to our
newsletter, Kyocera processes your personal data based on your
consent, Article 6(1)(a) GDPR.

We store your personal data for as long as you subscribe to the
newsletter or until We receive your objection. Then, We will remove your
contact details from our mailing lists. You can easily opt-out of this
service by clicking the unsubscribe button provided in each newsletter.

. Contact form and email

When you contact Us, e.g. via one of our online contact forms or email,
We use your personal data to answer your requests, e.g. provide you
with support regarding our products and services.

When you provide your contact details, e.g. for Us to send you
whitepapers or newsletters per email, We will use your personal data to
send you these whitepapers or newsletters. You can easily opt-out of
this service by clicking the unsubscribe button provided in the email.
Kyocera processes your personal data based on its legitimate interest to
answer inquiries with (potential) customers, Article 6(f)(1) GDPR.

We keep your personal data for the duration of your enquiry and, in the
case of Dutch laws on maintaining a proper business administration
apply, for a term of 7 years.

MyKyocera

If you conduct business with Kyocera, you may have the possibility to
log in to your MyKyocera account in order to access content, and/or
conduct business with Us. In order to process your registration, maintain
your account, and deliver the requested content, Kyocera processes
your name, company name, business email address and job function
from you or your employer. Either, you have directly supplied Us with
your personal information, or your employer may have done so.
Kyocera processes these personal data based on Article 6(1)(b) GDPR
as the processing is necessary for Kyocera to comply with its contractual
obligations. Furthermore, in order to comply with our contractual
obligations, e.g., delivery of purchased products, We share your
information with our subsidiaries and third party service providers.
Kyocera stores your personal data as long as you are using your
MyKyocera account and, subsequently, in the case of Dutch law on
maintaining a proper business administration applies, 7 years.

Personal data from business contact information

Kyocera may also process personal data from business contact
information such as name, company name, business email address and
job function, that you or your employer provide to us, or that we request
from your organization, our suppliers or our business partners as part of
a contract. Kyocera processes this personal data based on Article 6
(1)(b) and (f) GDPR as the processing is necessary to communicate with
you about business matters and sales process, as well as to manage
your contract, your billing history, invoicing and payment obligations.



g. Social Media

Kyocera uses various social media channels to disseminate information
and to interact with users on the following social media portals based on
its legitimate interest to use up-to-date communication tools, Article
6(1)(f) GDPR. Please note that Kyocera only partially determines the
means and purposes of the respective processing activities. For more
information regarding the data processing activities of social media
providers, including the creation of profiles for marketing purposes, the
transfers of personal data outside the EU, etc., and how to exercise your
rights as a data subject, please follow the link of the respective social
media provider.

i. Facebook

Kyocera and Facebook (Facebook Ireland Ltd., 4 Grand Canal Square,
Grand Canal Harbour, Dublin 2, Ireland) acknowledge and agree that we
process your personal data as joint controllers when you visit Kyocera’s
Facebook page (available at https://www.facebook.com/KyoceraEu/).
For further details please visit the joint controllership arrangement we
concluded (available at
https://www.facebook.com/legal/terms/page_controller_addendum
). For further information about how Facebook processes your personal
data please visit
https://www.facebook.com/legal/terms/plain text terms and
https://www.facebook.com/about/privacy/update. If you want to opt-
out of Facebook’s data processing activities, We recommend to adjust
the privacy settings in your user account or contact Facebook directly
Kyocera shall help to you to exercise your right to the possible extent.

ii. LinkedIn

Kyocera and LinkedIn (LinkedIn Ireland Unlimited Company, Wilton
Place, Dublin 2, Ireland) acknowledge and agree that we process your
personal data as joint controllers when you visit Kyocera’s LinkedIn
presence (available at https://www.linkedin.com/company/kyocera-
document-solutions-europe-b-v-). For further details, please visit the
joint controllership arrangement we concluded (available at
https://legal.linkedin.com/pages-joint-controller-addendum). For
further information about how LinkedIn processes your personal data
please visit https://www.linkedin.com/legal/privacy-policy?src=li-
other&veh=www.linkedin.com. If you want to opt-out of LinkedIn’s
data processing activities, We recommend to adjust the privacy settings
in your user account or contact LinkedIn directly. KYOCERA shall help to
you to exercise your right to the possible extent.

iii. Youtube
Kyocera has a channel on Youtube (available at
https://www.youtube.com/channel/UCzKZ6nuhfP54SV5dKSdDwsA).
Further, Kyocera has embedded Youtube videos on its Websites. For
more information about how Youtube and YouTube’s parent company
Google LLC processes vyour personal data, ©please Vvisit
https://policies.google.com/privacy?hl=en.

iv. Twitter


https://www.facebook.com/KyoceraEu/
https://www.facebook.com/legal/terms/plain_text_terms
https://www.facebook.com/about/privacy/update
https://www.linkedin.com/company/kyocera-document-solutions-europe-b-v-
https://www.linkedin.com/company/kyocera-document-solutions-europe-b-v-
https://legal.linkedin.com/pages-joint-controller-addendum
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Kyocera uses Twitter International Company (26 Fenian St, Dublin, D02
FX09, Ireland) to operate the Kyocera Twitter account (available at
https://twitter.com/kyocera eu?lang=en).

For further information about how Twitter processes your personal data,
please visit https://twitter.com/en/privacy. If you want to adjust
and/or opt-out of Twitter’s data processing activities, We recommend to
adjust the privacy settings in your twitter account
https://twitter.com/settings/account/personalization  or  contact
Twitter directly.

v. Instagram

Kyocera uses Instagram Inc. (Campus Building in Menlo Park, California)
to operate the Kyocera Instagram account (available at
https://www.instagram.com/kyoceraeu/?hl=en). Facebook Inc., For
further information about how Instagram processes your personal data,
please visit
https://help.instagram.com/519522125107875/?helpref=hc fnav&

bc[0]=Instagram%20Help&bc[1]=Privacy%20and%20Safety%20C

enter. If you want to opt-out of Instagram’s data processing activities,
We recommend to adjust the privacy settings in your user account or
contact Instagram directly. Kyocera shall help to you to exercise your
right to the possible extent.

. Kyocera events
If you sign up for one of our events via our Websites, We will use your

personal data to sign you up for the event and to record the preferences
that you may have, such as time of arrival and departure,
accommodation, meal preferences, etc. We share your personal data
with our event management partners, e.g. hotels, travel agencies, to
make the necessary arrangement(s) for the respective event. Kyocera
processes your data based on Article 6(1)(b) GDPR and will store your
personal data for the duration of the event and in the case of Dutch laws
on maintaining a proper business administration applies, for a term of 7
years.

When you provide your contact details during one of our events, e.g. for
our Sales Team to contact you and/or to send you marketing emails. We
will use your personal data to contact you about our products and
services and/or to send you marketing emails. Kyocera processes your
personal data based on your consent, Article 6(1)(a) GDPR. We store
your personal data for as long as you subscribe to the marketing
communication or until We receive your objection. Then, We will remove
your contact details from our marketing lists. You can easily opt-out of
this service by clicking the unsubscribe button provided in the email.

Other

In order to prevent fraud and to maintain the security of our products
and services, We may use your information. Sometimes we need to use
your information to handle legal claims, or to comply with applicable
legal obligations or law enforcement agency requests.
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https://twitter.com/settings/account/personalization
https://www.instagram.com/kyoceraeu/?hl=en
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WHO ARE WE SHARING YOUR PERSONAL INFORMATION
WITH?

KYOCERA Document Solutions Europe Management B.V. is a globally operating
company and different functions are located in different countries. We might therefore
share your personal information with those group companies who are providing a
service for KYOCERA Document Solutions Europe Management B.V. A list of our
European subsidiaries can be found here. Our global headquarter, KYOCERA
Document Solutions Inc., is located in Japan.

For the purpose under items (c) and (h), we will share your personal information with
our group company located in your country.

We also use trusted external agents, suppliers and contractors to provide certain
services for Us in relation to the processing of your personal information, such as
hosting, credit management and communication service providers.

To the extent We are required by law, regulation or court order to disclose your
personal information, We may have to share your personal information in compliance
with that law, regulation, or court order.

INTERNATIONAL TRANSFERS

We may transfer your personal data to a group company or third party that is located
outside the European Union or the European Economic Area. If this country does not
provide for an adequate level of protection by domestic law according to the European
Commission, We have ensured this adequate level of protection by agreeing on
additional appropriate safeguards with that group company or third party through the
Standard Data Protection Contractual Clauses adopted by the European Commission.
A list of countries that have ensured an adequate level of protection according to the
European Commission can be found here. You may request a copy of the Standard
Data Protection Contractual Clauses by sending Us an email.

Alternatively, We may ask you for your explicit consent to the proposed transfer.

FOR HOW LONG DO WE KEEP YOUR PERSONAL
INFORMATION?

Where possible, We have set specific retention periods for keeping your personal
information. These specific retention periods are stated above, or We shall
communicate these to you at or before We start processing your personal
information.

Where it is not possible for Us to use set retention periods, We have stated below the
criteria that We use to determine the retention periods:

e The assessment of your fundamental rights and freedoms;

e The purpose(s) of processing your personal information. We shall not keep your
personal information longer than is necessary for the purpose(s) We collected
it for.


https://www.kyoceradocumentsolutions.eu/en/about-us/contact-us/kyocera-around-the-world.html#tab=
https://www.kyoceradocumentsolutions.com/index.html
https://commission.europa.eu/law/law-topic/data-protection/international-dimension-data-protection/adequacy-decisions_en

e Any relevant industry practices or codes of conduct on keeping personal
information;

e The level of risk and cost associated with keeping your personal information
(accurate and up-to-date);

e Whether We have a valid, lawful basis to keep your personal information;

e The nature, scope and context of processing of your personal information and
our relationship with you;

e Any other relevant circumstances that may apply.

In any case, We shall keep your personal information in compliance with applicable
legal requirements, and We make periodical reviews of the personal information We
hold.

YOUR RIGHTS

You have certain legal rights that We wish to inform you of.

Access. You have the right to be informed on whether We process your personal data
or not and to related information on that processing activity.

Rectification. You have the right to have your personal data rectified or completed by
Us without undue delay. If you have set up an account with Us, you may have the
possibility to rectify or complete your personal data yourself.

Right to be forgotten. You have the right to have your personal data erased by Us
without undue delay. This right is limited to specific grounds. For example, if you have
withdrawn your consent, or if you object and there are no overriding legitimate
grounds for Us to maintain the processing. If you have an account with Us, in many
instances you have the option to erase your account yourself, in which case all your
personal data is permanently deleted.

Restriction of processing. You have the right to request that We restrict the processing
of your personal data based on specific grounds. These are (1) the time for Us to
verify the accuracy of your personal data on your request; (2) instead of erasure of
unlawful processing, you request restriction of use instead; (3) you need personal
data in legal proceedings; or (4) We are verifying whether our legitimate grounds
override your objection to the processing.

Right to object. You have the right to object at any time to our processing of your
personal data if such processing is (1) based on our legitimate interest, Article 6(1)(f)
GDPR (including Us making a profile of you based on your consent); (2) for direct
marketing purposes; or (3) necessary for the performance of a task carried out in the
public interest or exercise of official authority vested in Us. We shall cease to process
your personal data based on your objection, unless We demonstrate compelling
legitimate grounds overriding your interests, rights and freedoms or if We need your
personal data in legal proceedings.

Data portability. We are required to inform you of your right to receive your personal
data from Us so that you can transmit that personal information to another service
provider.

Consent withdrawal. If you have supplied Us with your personal data based on your
consent, you have the right to withdraw such consent at any time. You may do so by



unsubscribing from the service that you have subscribed to if applicable. You may also
do so by sending us an email to privacy@deu.kyocera.com. We shall then permanently
remove your personal data from our database.

Lodging a complaint. You have the right to lodge a complaint with a supervisory
authority, in particular in the country of your residence, about our processing of your
personal data. You can find a complete list of supervisory authorities here.

EXERCISING YOUR RIGHTS AND CONTACTING US

At Kyocera, We have a network of privacy professionals available, including a Group
Data Protection Officer, to assist you with your queries. If you wish to exercise any of
your rights, or you have a question about this document, please contact us via email,
or send Us a letter to the address below:

KYOCERA Document Solutions Europe Management B.V.
Attn.: Data Protection Office

Beechavenue 25,

1119 RA Schiphol-Rijk

The Netherlands

e-mail: privacy@deu.kyocera.com

Alternatively, you may contact your local privacy professional here.

Please note that in exercising your rights, We may ask you to complete a request
form. We shall then inform you of the process of handling your request. Exercising
your right is free of charge and We are determined to answer your request without
undue delay.

OTHER KYOCERA PRIVACY STATEMENTS

In addition to this Privacy Statement, Kyocera has more specific privacy statements,
e.g. for certain Kyocera products and services, which you can find at:
https://www.kyoceradocumentsolutions.eu/en/footer/privacy-and-cookie-
centre.html



mailto:privacy@deu.kyocera.com
https://edpb.europa.eu/about-edpb/board/members_en
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Kyocera Document Solutions Europe B.V. is a group company of Kyocera
Document Solutions Inc., a leading provider of document management solutions
based in Osaka, Japan. The company’s portfolio includes reliable and eco -friendly
MFPs and printers, as well as business applications and consultative services which
enable customers to optimize and manage their document workflow, reaching new
heights of efficiency. With professional expertise and a culture of empathetic
partnership, the objective of the company is to help organisations put knowledge
to work to drive change. Kyocera Document Solutions Inc. is a core company of
Kyocera Corporation, a leading supplier of semiconductor packages, industrial and
automotive components, electronic devices, solar power generating systems and
mobile phones. During the year ended March 31, 2018, Kyocera Corporation’s
consolidated net sales totaled 1.58 trillion yen (approx. US$14.9 billion). Kyocera
appears on the “"Derwent Top 100 Global Innovators 2018 -19” list by Clarivate
Analytics and is ranked #612 on Forbes magazine’s 2018 “Global 2000” list of the
world’s largest publicly traded companies. [For MF communications, please consult
with your internal risk or legal teams as to what additional language is
appropriate.] © 2020 Kyocera Document Solutions Europe B.V
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